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DETAILED ACTION 



1. 



Claims 1-30 have been examined. 



Claim Rejections - 35 USC § 103 



2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-30 are rejected under 35 U.S.C. 103(a) as being unpatentable over Urano et al 
(hereinafter Urano) (US Patent No. 6,202,158 B1) in view of Cummer (Reference U). 

4. As per claims 1,14 and 23, Urano teaches an electronic apparatus comprising; 

a first memory having stored therein a parameter for representing at least conditions of 
an illegal use of said apparatus (storing in a managing computer illegal access judgment 
standard) [column 3, lines 60-65, column 4, lines 1-12, lines 53-62 and column 6, lines 1-15], 
and 

Further, Urano teaches a control unit which stores in a second memory illegal access 
information of the user and user system when said conditions represented by said parameter 
are established [column 4, lines 55-67 and column 6, lines 30-67]. Urano fails to teach 
photographing the user and storing the image when said parameter are established. However 
photographing an illegal user and storing the image is well known in the art. For example, 
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Cummer teaches a system that records photograph image of an unauthorized user that 
attempts unauthorized entry into a computer system [page 1, last paragraph], which have the 
advantage of detecting and deterring illegal use of a system. Therefore it would have been 
obvious to one having ordinary skill in the art at the time the invention was made to incorporate 
the method of photographing an illegal user and storing the image taught by Cummer into the 
illegal access detecting system of Urano to gain an advantage of detecting attempted illegal use 
of a computer system and identifying unauthorized user. 

5. As per claim 2 and 15, the combination of Urano and Cummer teaches the apparatus as 
applied above. Furthermore, Urano teaches controlling output of illegal access information 
stored in the memory in accordance with an output direction [column 9, lines 57-67 and column 
10, lines 1-5]. 

6. As per claims 3, 16 and 24, the combination of Urano and Cummer teaches the 
apparatus as applied above. Furthermore, Urano teaches said control unit directs a set up 
program to read out said parameter in said first memory and to record illegal access information 
in said second memory [column 4, lines 55-67 and column 6, lines 30-67]. 

7. As per claims 4, 17 and 25, the combination of Urano and Cummer teaches the 
apparatus as applied above. Furthermore, Urano teaches said control unit directs an application 
program running on said apparatus to set and alter said parameter in said first memory via an 
interface prepared on a program [column 5, lines 24-39]. 
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8. As per claims 5, 18 and 26, the combination of Urano and Cummer teaches the 
apparatus as applied above. Furthermore, Urano teaches said control unit directs the program 
to output illegal access information [column 9, lines 57-67 and column 10, lines 1-5]. 

9. As per claim 6, the combination of Urano and Cummer teaches the apparatus as applied 
above. Furthermore, Urano teaches the apparatus wherein as said parameter recording timing 
representing conditions for obtaining image information is selected, set and stored in said first 
memory [column 7, lines 3-25 and lines 50-63]. 

10. As per claim 7, 19 and 27, the combination of Urano and Cummer teaches the 
apparatus as applied above. Furthermore, Urano teaches the apparatus wherein illegal access 
information data management header, a recording time, a recording timing, a recording format 
and illegal access information data are recorded in said second memory [column 7, lines 3-25 
and lines 50-63]. 

11. As per claims 8-10, 20 and 28, the combination of Urano and Cummer teaches the 
apparatus as applied above. Furthermore, Urano teaches the apparatus wherein said recording 
timing of said illegal access information takes place when the power supply for said apparatus is 
turned on, program is activated, or operation is resumed (i.e., during log-in operations) [column 
2, lines 27-32]. 

1 2. As per claim 1 1 , the combination of Urano and Cummer teaches the method as applied 
above. Furthermore, Urano teaches the apparatus wherein said recording timing of illegal 
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access information takes place when an illegal password is entered in said apparatus [column 
6, lines 1-15]. 

13. As per claims 12, 21 and 29, the combination of Urano and Cummer teaches the 
apparatus as applied above. Furthermore, Urano teaches the apparatus wherein information 
acquiring format and writing mode are selected, set and stored in said first memory as said 
parameter [column 7, lines 28-43]. 

14. As per claims 13, 22 and 30 the combination of Urano and Cummer teaches the method 
as applied above. Furthermore, Urano teaches the apparatus wherein the mode of writing illegal 
access information into second memory is overwriting or an appending mode [column 5, lines 
50-61]. 

Conclusion 

1 5. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. See PTO Form 892. 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Beemnet W Dada whose telephone number is (703) 305-8895. The 
examiner can normally be reached on Monday - Friday (8:30 am - 6:00 pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y Vu can be reached on (703) 305-4393. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 




Beemnet Dada 



July 23, 2004 



